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CO/IEP;KAHHUE

ITACIIOPT PABOYEN ITPOT'PAMMBI [TPO®ECCHUOHAJIBHOI'O MOY JI5

PE3VJIbTATBI OCBOEHUA [TPO®ECCHUOHAJIBHOI'O MOAYJIA

CTPYKTYPA U COJAEPXAHUE ITPOPECCHOHAJIBHOI'O MOV JIA

YCJIOBUA PEAJTIM3ALIAUA ITPOPECCHOHAJIBHOI'O MOAYJIA

KOHTPOJIb U OL[EHKA PE3VJIbTATOB OCBOEHUSI [TIPO®ECCUOHAJILHOI'O MOIY 1S (BUJA [TIPOGECCUOHAJILHON
JESITEJIBHOCTN)




1. OFIIJAA XAPAKTEPHCTHKA PAEOYEH ITIPOI' PAMMBI ITIPO®ECCHOHAJIbHOT O MOJYJIA
«lIM.03 IKCIIVIVATAIIHA ObbEKTOB CETEBOH HH®PACTPYKTYPbI»

1.1. Illenv u nnanupyemoie pe3yiomamul 0C60EHUSA NPOPECCUOHATIbHO20 MOOYTIA

B pesynbTare n3yueHus mpoecCHOHAIBHOTO MOIYJIS CTYICHT JOJDKEH OCBOUTH OCHOBHOM BT I€ATEIHHOCTH
Okcrutyaranusi 00BbEKTOB CETEBOM HH(PPACTPYKTYpPHl U COOTBETCTBYIOLIUE €My OOIIME KOMITCTCHIIMUA WU
npodecCHOHaTbHBIE KOMITETSHITUU:

1.1.1. IlepedyeHb 0OIIMX KOMITCTEHITHIA

Kon HaunmeHoBaHMe 00X KOMIIETEHIHI

OK 1. BriOupate cmocoObl  pemieHus  3aad  MPOQECCHOHAIBHOW  JEATEIHHOCTH,
IIPUMEHMUTEIBHO K Pa3JIMYHbIM KOHTEKCTaM

OK 2. Ocy1iecTBIATh MOUCK, aHAJIU3 M MHTEPIPETalnio HH(pOopMaIuu, HeOOX0UMOH JIs
BBINOJIHEHUS 3a/1a4 PO ECCUOHAIbHON AEATENbHOCTU

OK 3. [TnmanupoBaTh M pealn30BBIBATE COOCTBEHHOE MPO(PECCHOHATBHOE M JIMYHOCTHOE
pa3BUTHE.

OK 4. PaboTathb B KOJIEKTHBE U KOMaH[Ie, 3((HEKTUBHO B3aMMO/ICHCTBOBATh C KOJIETaMH,
PYKOBOJICTBOM, KIIMEHTaMH.

OK 5. OcCy1IECTBIIATh YCTHYIO U NIMCbMEHHYI0 KOMMYHMKAIIUIO HAa TOCYAAPCTBEHHOM SI3bIKE
C y4e€TOM 0COOEHHOCTEH COLMAIbHOIO M KYJIbTYPHOIO KOHTEKCTA.

OK 6. [IposBAATE rpak 1aHCKO-NIATPUOTUYECKYIO IIO3ULUIO, IEMOHCTPUPOBATH OCO3HAHHOE
NIOBEJICHHE HAa OCHOBE 00I11€4eI0BEYECKHX [IEHHOCTEH.

OK 7. ConeiicTBOBaTh  COXPAHEHUIO  OKPYXKAIOLIEW  Cpebl, pecypcocOepekeHHIO,
3¢ ($EKTUBHO AEHCTBOBAThH B UPE3BBIYANHBIX CUTYALIUSX.

OK 8. Hcnonb3oBarh cpeacTBa (U3NYECKON KyJNbTYpBl Ui COXPAHEHUS U YKPEIICHHS
3I0pOBbsl B Ipolecce Mpo(ecCHOHAIBHOW JEATENIBHOCTH M IOJJEp)KaHHe
HE00X0IMMOT0 YPOBHS (pU3NUEeCKON OITOTOBICHHOCTH.

OK 9. Hcnonp30BaTh MHPOPMALIMOHHBIE TEXHOJIOTHH B IPOPECCHOHATBHOMN e TEIbHOCTH

OK 10. [Tonp30BaTbest  MpOGECCHOHATBPHOW JOKYMEHTAIlME Ha TOCYJapCTBEHHOM H
MHOCTPAHHOM SI3bIKE.

OK 11. [TnannpoBaTh NPEANPUHUMATEIBCKYIO ACSITEIIBHOCTD B MPodhecCHOHATBHOM cdepe

1.1.2. Tlepevens npogeccuOHANBHBIX KOMIETEHIINN

B pe3yibTaTe OCBOCHUA HpO(l)eCCI/IOHaJ'IBHOFO MOAyJA CTYACHT JOJIKCH:

Kon HaumMeHoBaHue BU/I0B J1eSITEeILHOCTH U PO ecCHOHANBHBIX KOMIIETEHIIMIT

BJI 3. Oxcniyamayust 00beKmos cemesol UHGPaAcmpyKmypbl

MK 3.1 'Y cTaHaBNMBAaTH, HACTPAUBATbH, IKCILTYaTHPOBATH M OOCIYKUBATh TEXHHYCCKHUE M MPOTPAMMHO-
armapaTHbIC CPEJCTBA KOMIIBIOTEPHBIX CETEH.

MK 3.2 [IpoBOIUTH PO MITAKTHIECKUE paOOTH HAa 00BEKTaX CeTeBON MHMPACTPYKTYPHI M pab0Odnx
CTaHITUSIX.

MK 3.3. 'Y cTaHaBIIMBaTh, HACTPAUBATH, IKCILTYaTUPOBATh U OOCTYKUBATh CETEBbIC KOH(MUTYpALIUH.

1K 3.4. 'YuacTBOBaTh B pa3paboTKe CXEMBI ITOCICaBAPUHHOTO BOCCTAHOBIICHHUS paO0TOCTIOCOOHOCTH

KOMHBIOTCpHOﬁ CCTHU, BBITIOJIHATH BOCCTAHOBJICHHUC U PC3CPBHOC KOMMPOBAHNC I/IH(l)OpMaI_[I/II/I.

IK 3.5. OpraHnu30BBIBATH HHBEHTAPU3AIHIO TEXHHUYECKUX CPEJICTB CETeBON MHMPACTPYKTYPHI,
OCYIIIECTBIISTH KOHTPOJIb 000pyIOBaHUS ITOCIIE €T0 PEMOHTA.

TK 3.6. BBITONHATE 3aMEHY PacXOAHBIX MAaTEPUAJIOB U MEJIKHIA PEMOHT nepudepuitHOro
000pYyIOBaHMs, OIIPENEIIATh ycTapeBlliee 000pyA0BaHUE U IPOrPaMMHBIE CPEJCTBA CETEBOH

MHQPACTPYKTYPHI.




HMeTh pakTU4EeCKUM OIBIT B

OOCITy’)KMBaHMM  CETeBOM  HMHQPACTPYKTYpHI,
BOCCTAQHOBJICHHU Pa0OTOCIIOCOOHOCTH CETH TIOCIIE
cOos;

yIJICHHOM aIMHHUCTPUPOBAHUH "
BOCCTaHOBJICHUH Pa0OTOCHOCOOHOCTH CETEBOU
UHGPACTPYKTYPHI;

HOJAJCPIKKE TI0JIb30BaTele CETH, HAaCTPOHKe
amnmapaTHOTO M MPOTPaMMHOTO  OOecHeyeHus
CETEeBOM MH(PPACTPYKTYPHI

YMETh BHITIOJHSTh MOHUTOPUHT M aHaU3 PalOThI
JOKAJIFHOM CETH C TIOMOIIBI0 MPOTPaAaMMHO-
arnmapaTHBIX CPEJICTB;
OCYIIIECTBIISTh JTUArHOCTUKY u TTOHCK
HEUCTIPABHOCTEH BCEX KOMIIOHEHTOB CETH;
BBITIOJIHATD JeHcTBUA o YCTPAHECHUIO
HEUCIIPaBHOCTEN

3HATh apXUTEKTYpy M (YHKIMH CHUCTEM YIIPaBICHUS

CETSIMU, CTAHAAPTHI CUCTEM YIPABIICHUS;
CpelcTBa MOHHTOPHHTA W aHaIW3a JIOKAJIHHBIX
CeTeH;

METOABl  YCTpaHEHHUS  HEHWCIPABHOCTEH B
TEXHUIECKUX CPEACTBAX

1.2. KoanuecTBO yacoB, OTBOAUMOC HA OCBOCHHEC l'lpO(l)eCCl/IOHaJ'II)HOFO MoayJist

Bcero gacos 590
13 aux Ha ocBoerne M/IK. 03.01 192
Ha ocBoerne M/IK. 03.02_ 128

Ha MPAaKTHKHU, B TOM uncie yueOHyto 108  u mpousBoxacTBeHHyro 144

18 4. mpom. aTTecranus




2. CTpyKTypa M cojepxkaHue NPodeccCHOHATBLHOT0 MOIYJISA

2.1. CtpykTypa npodeccnonanbHoro Mmoayasi «IIM.03 IKCILIVATAIIHA O bEKTOB CETEBOH HH®PACTPYKTYPhbIy

O6BeM npodheccHoHaTFHOTO MOIYJIS, Yac.

Kop! CyMMapHBbLit Obyuenue no MJIK Illpaxmuxu [IpomexxyTounas
TpodeCCHOHATBHBIX Hanmenosanns pasjenos o6BeM TTa6 I[IponsBoaCTBEHHAs | ATTECTALHS CaMOCTOSTeIbHAS
06X npogeccuonabroro Harpyskd, | g AROPTTOPHER | Kypeoseix (ecnu pab6ota
i MOy cero " 60T Yuconas npedycmompena
KOMIICTCHIIMI qac. TPAKTHHYECKHX pa peoy p
sarsTi (poekToB) paccpedomoyeHHasn
npaKmuKa)
1 2 3 4 5 6 7 8 9 10
OK 01-11 Pazpen 1.
[IK 3.1-3.6 OKCIUTyaTaIuys } 192 187 122 (61/61) 5
00BEKTOB CETEBOU
MHGPACTPYKTYPHI
OK 01-11 Paznen 2. 128 123 74 (37/37) 5
K 3.1-3.6 BezomacHocTh
KOMIIBIOTEPHBIX CETeH
OK 01-11 VYuebHas npakTHKa (110 108 108
K 3.1-3.6 npoduIro
CIICITHATBLHOCTH),
4acoB (eciu
MpeyCMOTpeHa
WUTOTOBAs
(KOHIIEHTPHUPOBAHHAS)
MPaKTUKA)
OK 01-11 [IponsBoacTBeHHas 162 144 18
IIK 3.1-3.6 TpakTukKa (1o
npoduITIo
CHEIMAIILHOCTH),
9acoB (eciu
MpeycMOTpeHa
WUTOTOBAs
(KOHLEHTPUPOBaHHAs)
MIPaKTHKA)
Bcezo: 590 310 | 196 | X | 108 144 18 10




2.2. TeMaTH4eCKHi IJIAH U cojepkaHue mpodeccHoHaTbHOro Monyas «IIM.03 IKCILUIVATAIIUA OB bEKTOB CETEBOH HH®PACTPYKTYPbI»

HauMeHoBaHue pa3aeioB
U TeM
npogeccuoHaILHOTO
moayas (IIM),
MEeKIUCHUIIMHAPHBIX
kypcoB (MJK)

1 2 3

Conep:xanue yueOHOro MaTepuaa,
JadopaTopHbie padoThI M MPAKTHYECKHE 3aHATHS, CAMOCTOSATEIbHAs yueOHas padoTa o0ydaiuxcs, KypcoBas
padoTa (MPoOeKT) (eciu npedycmompersl)

O0LéM B
gacax

Pazpean 1.

IkcmiryaTanus 00beKTOB
ceTeBoil
HH(PPACTPYKTYPbI

MJK 03.01 187
DKCInTyaTanus 00beKTOB
CETeBOH HHPPACTPYKTYPBI
Tema 1.1. Dkcrutyatanus Cooepicanue 86
TEXHUYECKUX CPEACTB 1. ®du3nveckne acleKThl IKCIUTyaTanuu. PU3ndeckoe BMENIATEIhCTBO B HHPPACTPYKTYPY CETH.

ceTeBOil HHPPACTPYKTypsl | 2. AKTHBHOE M TACCHBHOE CETEBOE 000PYI0BAHKE: KabeabHbIE KaHANbI, KabeIb, IaTd-TIAHEIH, PO3ETKH.

3. [lomoca mponyckaHus, Tapa3uTHas Harpy3Ka.

4. Pacmmmpsiemocth cetn. MacmtabupyeMocTth ceTr. Jlo0aBiieHue OTACTBHBIX AJIEMEHTOB CETH (IT0JIb30BaTEIICH,
KOMITBIOTEPOB, MPUIOKEHHUMH, CITYkK0).

5. HapamuBaHue JIJTMHBI CETMEHTOB CETH; 3aMEHa CYIIIECTBYIOLIEH anmaparyphl.

6. YBennueHne KOJIMYECTBA Y3JI0B CETH; YBEIMUYCHHE MPOTSHKEHHOCTH CBS3eH MEXTy 0OBEKTaMH CETH.

7. TexHuueckas v MpOeKTHasi JOKyMeHTalusl. [TacnopT TEXHUYECKUX YCTPOMUCTB.

8. du3nueckas KapTa Bcel CeTH; JOTMUYCSCKas TOMOJIOTHS KOMITBIOTEPHOMN CETH.

9. Knaccudukaius periaMeHTOB TEXHHYSCKUX OCMOTPOB, TEXHUUECKHAE OCMOTPBI 00BEKTOB CETEBOM HHPPACTPYKTYPHI.
10. ITpoBepka 00BbEKTOB ceTeBOM HHAPACTPYKTYPHI U NPOHIAKTHIECKHE PabOTHI

11. IlpoBenenue perymnsipHOTO pe3epBupoBanusi. OOcayxuBaHue (PU3NIECKUX KOMIOHEHTOB; KOHTPOJIb COCTOSTHHS
anmapaTHOro o0ecreueHus; OpraHu3aIs yAaJIeHHOTO OMOBEIICHUS O HEMOIaIKaX.

12. TIporpammHOe 00ecIIeYeHe MOHUTOPUHTa KOMIIBIOTEPHBIX CETEH M CETEBBIX YCTPOMCTB.

13. IIporokon SNMP, ero xapakTepuCTHKH, GOopMaT COOOIICHHIA, HAOOp YCIIYT.

14. 3agaum ympaBieHus: aHAJIN3 IPOU3BOINTENILHOCTH M HAJISKHOCTH CETH.

15. OGopynoBaHue I JUATHOCTUKH U CEPTU(PHUKAIMK KaOeIbHbIX cUcTeM. CeTeBbIe MOHUTOPBI, IPUOOPHI A1
cepTudUKannu KaOeIbHBIX CUCTEM, KaOEIbHBIC CKAHEPHI U TECTEPHI.

B mom uucne npakmuyueckux 3anamuii u 1a6opamopuuvix paoom 40
1. OxoHITOBKA Ka0eJs BUTAas mapa




. 3agenka xabenst BUTast mapa B PO3eTKY

. KpoccupoBanue n MOHTax IaTy-IMaHeNId B KOMMYTAIIMOHHBIN 1Kad), HA CTEHY

. TectupoBanme kabes

. llognepxka monp3oBaTeneit CETH.

. DKcIuTyaTanusi TEXHUYECKUX CPEICTB ceTeBOH HHAPACTPYKTYPHI (IPUHTEPHI, KOMIIBIOTEPHI, CEPBEPHI)

. Beimonnenue neidcTBUi O YCTpaHEHUIO HEMCIPABHOCTEH

R [(QA[N|n | |W|N

. BeimostHeHre MOHMTOpPWHTA U aHAJH3a paOOTHI JJOKAJIHHON CETH C IIOMOIIBIO MPOTPAMMHBIX CPEJICTB.

9. OdopmieHIE TEXHUICCKON TOKYMEHTAITHH, PaBHiia 0POpMIICHHS TOKYMEHTOB

10. TIporokoxn ynpasnenus SNMP

11. OcHOBHBIE XapaKTEPUCTHKHU NpoTokosa SNMP

12. Ha6op ycayr (PDU) npotokora SNMP

13. ®opmat coobmennii SNMP

14. 3amaum ynpaBiaeHUs: aHAIN3 IPOU3BOINTEIIHFHOCTH CETH

15. 3amayn ynpaBiaeHus: aHAJIU3 HAICKHOCTH CETU

16. YopaBneHnue 6€30MacHOCTBIO B CETH.

17. Yuer Tpaduika B ceTu

18. CpencTa MOHHTOPHHTA KOMITBIOTEPHBIX ceTei

19. CpencTBa aHaJIM3a CETH C TIOMOITHI0 KOMAH/T CETEBOM ONEPAITMOHHON CUCTEMBI

20. dunHanpHasE KOMIUIEKCHAs MPaKTHYECKasl paboTa Mo IKCIUTyaTalnuu 0OBEKTOB CETEBOH HHPPACTPYKTYPHI

Tema 1.2. Dxcnnyatanus
cucrtem IP-renedonnu

Cooeporcanue

1. Hactpoiika H.323. Onucanne H.323 u obmmue pekoMmenaanuu. OyHKIMoHanbHbIe KoMITOHeHTsI H.323.Y cTaHoBKa 1
noanepxkka coennaenns H.323. Coenurenns 6e3 u ¢ ucnonb3opanneM GateKeeper. CoeAMHEHHS ¢ HCIIOIB30BAHUEM
Heckonbkux GateKeeper. MHorononbs3oBatensckue KoHpepenimn. OdecreueHrne 0TKa30yCTONUYNBOCTH.

2. Hactpoiika SIP. Onucanue u o0mue pekomenaanuu. Texnonorus SIP u cBsS3aHHBIC ¢ HEll CTaHAAPTHI.
OynkuroHanbHbie KoMoHeHThI SIP. Coobmienus SIP. Anpecanus SIP. Mojenb yCTaHOBICHUS COSAMHEHUS.
[InanupoBaHKue O0TKa30yCTOWYUBOCTH.

3. YCTaHOBKA U HHCTAJUISIUS POTPAMMHOTO KOMMYTaTopa. MOHTa)XHBIE TIpoIieyphl. [Iporienypbl HHCTAIISIIH.
YmpasieHue anmapaTHEIMHU cpeacTBaMu U iopTamu. [IpoTokonsr yrpasineanss MGCP, H.248. Co3nanne aHajJoroBBIX
a00HEHTOB. BHYTpHCTAHIIMOHHAS MapIIPy TH3AIIHS.

4. YrupapneHue MporpaMMHBIM KOMMYTaTopoM. Mapripytusanus. ['pynmnsl coeuHUTeIbHBIX TuHMA. [logkmoueHue
crarnuii ¢ TDM (abonentckuit nocryn TDM). Curnamuzanus SIP, SIP-T, H.323 u SIGTRAN. IP
-aboHeHTHI. [ pynmel a0oHEHTOB. J[OTTOTHUTETFHBIC A00HEHTCKUE YCITYTH.

5. Opranusaius skciuyartaiuu cucteM IP-renedonnu. TexHuueckoe 00CayKUBaHKUE, TUTAHOBBIA TEKYIIUH PEMOHT,
MJIAHOBBIA KAMUTAJIBHBINA PEMOHT, BHEIJIAHOBBIN PEMOHT.

6. BoccranoBiieHne paboThI ceTH mociie aBapuu. CXeMbl IOCIeaBapUIHOTO BOCCTAHOBICHUS PA00TOCTIOCOOHOCTH CETH,
TEXHWYECKas ¥ MPOEKTHAS JOKYMEHTAIUs, CIIOCOOBI PE3epPBHOTO KOMMMPOBAHUS JTaHHBIX, IPUHIIMITEI paOOTHI XPaHIITHII
JAHHBIX;

85




B mom uucne npakmuueckux 3auamuii u 1a00pamopHsix padom 40
1. Hactpoiika anmapatsbix IP-tenedonos
2. Hactpoiika mporpammusix [P-tenedonoB, pakcor
3. PazBepthiBanue cetu ¢ ucnonb3oBanneM VLAN s IP-tenedonnn
4. Hactpoiika nuirosa
5. YcTaHOBKa, IOJKIFOUYCHUE M MTEPBOHAYAIIbHBIC HACTPOWKH TOJIOCOBOTO MapIIPyTH3aTOpa
6. HacTpoiika TabJIuUIIbI 110Jb30BaTENICH B TOJJOCOBOM MapIIPYTH3aTOPE
7. HacTpoiika rpymnmn B TOJI0COBOM MapIIpyTH3aTOpe
8. Hactpoiika TabIuIlsl MapIIpyTH3AIMHA BEI30BOB B TOJIOCOBOM MapIIPyTH3aTOPE
9. HacTpoiika rojiocoBbIX COOOIICHMIA B MapIIPYTH3aTOPE
10. HacTpotika nporpammuo-ammapaTtHoit IP-ATC
11. YcranoBka u HacTpoiika nporpaMmmuoii IP-ATC (manpumep, Asterisk)
12. TectupoBaHue KoAeKOB. VcciemoBanue mapaMeTpoB KauecTBa OOCTYKUBAHHS
13. MOHUTOPHHT U aHAJIHU3 COCTUHEHUHN MO PA3TUYHBIM TPOTOKOJIAM
14. MOHUTOPHHT BBI30BOB B MPOrPAMMHOM KOMMYTATOPE
15. Co3anue pe3epBHBIX KOMUH 0a3 JaHHBIX
16. JlmarHoCTHKa W yCTpaHEHUE HENCIpaBHOCTEH B cucteMax [P-tenedonnn
17. duHanpHasg KOMIUIEKCHAS IMpaKTHYECKas pa0oTa 1Mo dKCIuTyataiuu cucreM IP-tenedornu
MJK.03.02. be3zonacHoCTb 76
KOMIBIOTEPHBIX CeTeH
Tema 2.1. bezonmacHoCTh Cooeporcanue
KOMIIBIOTEPHBIX CeTei 1 dyH1aMeHTAJIbHbIE NPUHIUIIBI 0€30MACHOM ceTH
CoBpeMeHHBIE YIpO3bl ceTeBOM Oe30macHOCTH. BHpychl, 4epBH U TPOSTHCKHE KOHU. MeToIpl aTak.
2 Be3onacHocth CeTeBbIX yeTpoiicTB OSI
besomnacHslii octyn k ycrpoiictBaM. HazHaueHrne aiMUHUCTPATUBHBIX pojieil. MOHUTOPUHT U yIIpaBJI€HUE
ycTpoiictBamu. Mcnonp3oBanre (hyHKIHS aBTOMATU3UPOBAHHON HACTPONKHU 0€30MacHOCTH.
3 ABToOpu3anus, ayrTeHTH(GUKANMA U YUeT AocTyna (AAA) 76
CpoiictBa AAA. JlokanpHas AAA ayrentudukanms. Server-based AAA
4 Peanm3anus TexHosnoruii 6panamayspa
ACL. Texnonorus 6panamayspa. Konrekctaslii konTpons goctyna (CBAC). [lonutuku 6panaMayspa
OCHOBaHHBIE Ha 30HaX.
5 Peanm3anus TexHo0ruii NpeAoTBPalleHUsS BTOP/KeHUsI
IPS Texnonoruu. IPS curnarypsl. Peanuzanus IPS. [Ipoepka u monutopusr IPS
6 Be3onacHOCTh JTOKAJBLHOM CeTH




ObecrieueHre OE30MMACHOCTH MOJTH30BATEIBCKUX KOMIIBIOTEPOB. CooOpaskeHus 10 6€30MaCHOCTH BTOPOTO
yposus (Layer-2). Kordurypammst 6e301macHOCTH BTOPOTo YpoBHs. bezonacHocTs OectipoBoAHBIX ceTei, VoIP u
SAN

Kpunrorpaguyeckne cucreMsl
Kpunrorpaguueckue cepBucel. bazopas nienoctTHOCTh 1 ayTeHTHYHOCTh. KonpuaeHmanpHocTs. Kpunrorpadus
OTKPBITBHIX KJIIOYEH.

Peanuzanua texnosgoruii VPN

VPN. GRE VPN. Komnonents! u pynknuonuposanue [IPSec VPN. Peanuzanus Site-to-site [PSec VPN ¢
nuctoip3oBanmueM CLI. Peanmmzanms Site-to-site IPSec VPN ¢ ucnons3osannem CCP. Peanmuzanms Remote-access
VPN

YnpasJienne 0e30NacHOI ceTbIO

[TpuHIHUITEI 0€30MTACHOCTH CETEBOTO M3aiiHa. be3onacHas apxuTekTypa. Y IpaBiIeHHEe IPOIECCaMU U
Oe3onacHocTh. TecTUpoBaHUE CeTH Ha ys3BUMOCTH. HenpephIBHOCTL OM3HECA, TNIAHUPOBAHHE BOCCTAHOBIICHHS
aBapUHHBIX cCUTyannid. JKN3HEHHBIN ITUKIT CETH U IIaHUpoBaHue. Pa3paboTka periiaMeHTOB KOMITAHUH U
MTOJINTUK OE30MIaCHOCTH.

10

Cisco ASA

Beenenue B AmanTuBHOE ycTpoicTBO Oe3omacHoctd ASA. Kondurypanus daupsona Ha 0a3e ASA ¢
ucrnoip30BaHueM rpapudeckoro naTepdetica ASDM. Konduryparust VPN Ha 0aze ASA ¢ uCIonib30BaHUEM
rpaduueckoro narepgeiica ASDM.

B mom

yucile NPAKMUYecKux 3aHAmuIlL u 1a60pamopHslx pabom

CornnanapHasi HHKCHEPHS

I/ICCJ'IG,I[OBEIHI/IG CCTCBBLIX ATaK U MHCTPYMCHTOB IIPOBCPKU 3AIIUTHI CCTU

HacTtpoiika 0e30macHOro A0CTyIa K MapiipyTH3aTopy

Ob6ecneuenne anmMuaKUCTpaTuBHOrO goctyna AAA u cepsepa Radius

Hactpoiika moquTuku 6€300acCHOCTH OpaHIMaydpOB

Hactpoiika cuctemsl mpenoTBpamienns sropskeanii (IPS)

Hactpoiika 0e30macHOCTH Ha BTOPOM YPOBHE Ha KOMMYTaTopax

HccnepoBanre MeTo0B MK(POBAHHS

Hactpoiika Site-to-Site VPN ncnons3ys uaTepdeiic KOMaHIHON CTPOKH

Ba3zoBas HacTpoiika 1uIr03a 0e30macHoCTH ASA U HaCTpolKa OpaHIMaydpOB HCIIONIb3Ys HHTepGeHC KOMaHIHON
CTPOKH

BbazoBas HacTpoiika nutro3a 6ezonacHocTd ASA U HacTpoika OpaHaMay’poB ucnoab3ys ASDM

Hacrpoiika Site-to-Site VPN ¢ oaHO# CTOPOHBI Ha MapIIPyTU3aTOPE UCTIONB3YS HHTEp(Eiic KOMaHAHON CTPOKH U
C IpYrod CTOPOHBI MCIOJIB3YSI IUTH03 Oe30macHoCcTH ASA mocpeactsoM ASDM

13

HactpoiikaClientless Remote Access SSL VPNs ucnonb3ys ASDM

14

Hactpoiika AnyConnect Remote Access SSL VPN ucnonszys ASDM

15

duHanbHas KOMIIEKCHAs TabopaTopHas padboTa o 6e301acHOCTH

20




IIpumepHast TeMaTHKa caMOCTOSATEJILHOH Y1eOHOH padoThI:

1. Cucrematndeckas mpopaboTka KOHCIIEKTOB 3aHATHH, YIeOHOH M CICITHAIEHON TEXHUIECKOMN JIUTEPaTyPHI.

2. KoncnexTupoBaHHe TEKCTa, padoTa CO CIOBApsIMH U CIPABOYHUKAMHU, O3HAKOMJICHHE C HOPMATUBHBIMH JOKYMEHTaMH, y4eOHO-
ucclie1oBaTeNnbckas paboTa Ipy caMOM IIMPOKOM UCTIONB30BaHMU MHTepHeTa u Apyrux I T-TexHomorui.

3. TIpoektHble HOpMBI pAOOTHI, MOJTOTOBKA COOOIEHHI K BRICTYIUICHHIO HA CEMUHApax M KOH(EpeHIUIX; TOATr0TOBKa pedepaToB, JOKIaI0B.

4. TloaroroBka K J1a0OpaTOPHBIM U MPAKTHYECKHM PabOTaM ¢ HCIOIh30BAHUEM METOJINYECKUX PEKOMEH AN MperoaaBaTens, opopMiIeHUe
71200PaTOPHO-MTPAKTHYECKUX PabOT, OTYETOB U MOATOTOBKA K UX 3aIUTE.

Y4eOHass NpaKTHKA

IIpumMepHbIii MepeyeHsb padoT:

Hactpoiika mpaB gocTyna.

OdopMieHHE TEXHUIECKON TOKYMEHTAIUH, TTPaBIiia 0(hOpMIICHHS JOKYMEHTOB,
Hacrpoiika anmapaTHOTO ¥ IPOTPaMMHOTO 00eCTICUeHUS CETH.

HacTtpoiika ceTeBoii KapThl, UMl KOMITbIOTEpa, pabouas rpyIina, BBEACHUE KOMIIbIOTepa B domain.
[IporpamMmMHas qTUarHOCTUKa HEUCIIPABHOCTEH.

AnnapaTtHas JTUarHOCTUKa HEUCIIPaBHOCTEH.

ITouck HencnpaBHOCTEN TEXHUUECKUX CPEJICTB.

Brinonnenue neicTBU 0 YCTPAHEHUIO HEUCIPABHOCTEH.

9. Hcnons3oBaHue akTUBHOTO, TACCUBHOTO 000PYIOBAHUS CETH.

10. YcTpaHeHue napasuTHPYIONIEH Harpy3KH B CETH.

11. [MocTpoeHue GU3NIECKON KapThl JIOKAJIBHOM CETH.

NN R =

88

I[Ipou3BoacTBeHHASI MPAKTHKA pa3aeia

IIpumepHBIii epeveHs padoT:

. YcTaHOBKA Ha cepBepHI U pabodre CTaHIIUN: OTIePallOHHBIC CHCTEMBI i HEOOXOAMMOE TSl pa0OTHI IPOTPaMMHOE 00ECIICUCHIE.

. OcymiecTBiieHre KOHPUTYPUPOBaHHS IPOrPaMMHOT0 0oOecrieyeHnsl Ha cepBepax U pabounx CTaHIUIX.

. [lopnepskka B pab0oTOCTIOCOOHOM COCTOSIHMM MPOTrpaMMHOE 00ecIieueHHE CEPBEPOB U pabounX CTAHIUH.

. Perucrparms mosnp3oBateneit JJIOKaIbHOM CETH M IIOYTOBOTO CEPBEpa, Ha3HAYaeT UACHTU(UKATOPHI U TTAPOITH.

. YcTaHOBKa IpaB IOCTyNa U KOHTPOJIb HCTIOIb30BAaHMUS CETEBBIX PECYPCOB.

. ObecnieueHre CBOEBPEMEHHOTO KOITMPOBAHUS, ApXUBUPOBAHHS U PE3EPBUPOBAHNS TaHHBIX.

. [IpuHsATHE MEp MO BOCCTAHOBIICHUIO pabOTOCIIOCOOHOCTH JIOKATBHON CETH MPH COOSX WIIH BBIXOJIC U3 CTPOS CETEBOTO 000PyI0BaHUS.
. BeusiBnenue ommOoK nmoibp3oBaTeleil 1 MporpaMMHOr0 00eCTIeUeHHUs M IPUHSATHE MEp 110 UX UCTIPABJICHUIO.

. [IpoBeneHe MOHUTOPUHTA CETH, Pa3padaThIBATh MPEIIIOKEHUS 110 PA3BUTHIO HHPPACTPYKTYPHI CETH.

10. ObecnieueHue ceTeBoi 6€30MacHOCTH (3aIIUTY OT HECAaHKIIMOHUPOBAHHOTO JOCTYMA K MHGOPMALUH, TPOCMOTPA WIK U3MEHEHHS CHCTEMHBIX
(haiiIoB U NaHHBIX), 0€30MACHOCTh MEKCETEBOIO B3aMMOICHCTBUSI.

11. OcymiecTBieHre aHTUBUPYCHOM 3alUThI JIOKAILHOW BBIYHCITHTEILHON CETH, CEPBEPOB H PA0OUHMX CTAHIIUH.

12. JIOKyMEHTHUPOBaHHUE BCEX MPOU3BEIACHHBIX ACUCTBUIMA.

O 0 31O\ LN B~ Wi —
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3. YCJIOBUA PEATIM3ALIMU ITPOTPAMMBI TIPO®ECCHOHAJIBHOI'O MOAYJIA

«IIM.03 IKCIVIVATAIIHA ObbEKTOB CETEBOH HH®PACTPYKTYPbI»

3.1. las peaqimzanuy NporpaMMbl NpogecCHOHATBHOT0 MOYJIS A0JIKHBI OBITh
NpeAyCMOTPEHBI ciledyIoliie cliealbHble IOMeleHus

Jlaboparopun «OpraHuzanuss W TPUHIHUIB TTOCTPOCHHUS KOMITBIOTEPHBIX CHCTEM), OCHAICHHBIC B
cootBeTcTBHH C 1. 6.1.2.1. [IpumeprOit nporpammsel 1o ceruabHOCTH 09.02.06 «CeTeBOE M CHCTEMHOE
aJMUHHUCTPHPOBAHUE).

OcHamennsle 0a3pl MPakTHUKH, B COOTBeTCTBHHM C¢ 1 6.1.2.3 IlpumepHO#l mporpammsl O
cneruranbHocTH(09.02.06 «CeTeBoe M CHCTEMHOE aIMUHUCTPUPOBAHUEN.

3.2. UndopmanuoHHOe 0becniedeHUe peain3alui NPOorpaMMbI

Jnst peanuzanmu mporpaMmbl OHOJHOTEYHBIN (OHI 00pa30BaTEIBHON OPraHU3alliu JIOJDKEH
WMETh TIeYaTHBIC W/WITU 3IIEKTPOHHBIE 00pa3oBaTeNbHbIC U MH()OPMAIMOHHEIE PECYPCHI, PEKOMEHIYEMbIC
JUTSL ICTIONTE30BaHUS B 00pa30BaTEIILHOM ITPOIIECCE.

3.2.1. ITeuaTHble M3TaHUA

1. Hazapos A.B., Menbuukos B.I1., Kynpusaos A.W. DxcmyaTtanust 0ObeKTOB CETEBON
undpactpykrypsl OUL «Akanemus». 2014.

4. KOHTPOJIb H OHEHKA PE3YJIBTATOB OCBOEHHA TIPO®ECCHOHA/IBHOI'O MOAYIIA

«IIM.03 DKCILIVATAIIHA OFBEKTOB CETEBOH HH®PACTPYKTYPBI»

Kon u naumenoBanue
po(heCCUOHANBHBIX U 00X
KOMITETEHIINH, (POPMHUPYEMBIX B Kpurepuu ouenku Mertoabl OLIEHKH
pamMKax MOAYJS

IIK 3.1. YcraHaBiuBaTh, OneHka «OTJIHYHO) - Ok3amen/3aueT B hopme
HaCTpanBaTh, SKCIUTyaTUPOBATb | TeXHUYECKOE 3aJaHUE co0eceJ0BaHMs:
1 00CITyKMBATh TEXHUYECKHE H | 11n0ana tsnpoBaHo, NpaKTHYECKOE 3aJ[aHue 110
pOrpaMMHO-anmapaTHbIC
. | anroput™ paspaboraH, HOCTPOCHHUIO aJITOPUTMA B
Cpe/ICTBAa KOMIIBIOTEPHBIX CETCH.
COOTBETCTBYET COOTBETCTBHHU C TEXHUYECKUM

TEXHUYECKOMY 3aJJaHUI0 U | 3aJJaHUEM
oopMIiieH B COOTBETCTBUH
CO CTaHIAapTaMHU, [IOSCHEHBI
€ro OCHOBHBIE CTPYKTYPBI.

Or1eHKa «XOPOIIoY -
aITOpUTM pa3paboTaH,

3aH_II/ITa OTYCTOB I1I0

NPaKTUICCKUM U
0(OpMIICH B COOTBETCTBUU

CO CTaHAapTaMu U

abopaTOpHEIM paboTam

COOTBCTCTBYCT 3a/IaHUILO,




HOSICHEHBI €70 OCHOBHbBIE
CTPYKTYPBHI.

Ouenka
«Y/OBJIETBOPUTETHLHO) -
aNTOPHUTM pa3paboTaH U
COOTBETCTBYET 3a/IaHUIO.

1IK 3.2. IlpoBoauTh
npoUIaKTHIECKUE pabOThI HA
00BeKTax CeTeBOM
MHPPACTPYKTYpHI 1 padOUYNX
CTaHIUSIX.

OLIeHKa «OTJIUYHOY -
TEXHHYECKOE 3aJaHHE
MIPOaHAIU3UPOBAHO,
aITOpUTM pa3paboTaH,
COOTBETCTBYET
TEXHUYECKOMY 3aJaHHIO U
o(OopMIIEH B COOTBETCTBUHU
CO CTaHJapPTaMH, TIOSCHEHBI
€ro OCHOBHBIE CTPYKTYPBI.

Or1eHKa «XOpPOIIo) -
aITOpUTM pa3paboTaH,
o(OopMIIEH B COOTBETCTBUHU
CO CTaHAapTaMU U
COOTBETCTBYET 3a/IaHUIO,
MOSICHEHBI €70 OCHOBHBIE

CTPYKTYPBI.

Oreuka
«YIOBJIETBOPUTEIbHO) -
aJrOpUTM pa3paboTaH U
COOTBETCTBYET 3aaHHUIO.

Dk3aMen/3a4et B hopMme
cobeceToBaHUS:
NpPaKTHIECKOE 3a[aHUe 10
MOCTPOCHHUIO aJITOPUTMA B
COOTBETCTBHHU C TEXHUUCCKUM
3a71aHueM

3ammTa 0TYETOB TI0
MPaKTHYCCKUM U
71a00paTOpHBIM paboTaM

ITIK 3.3. YcraHaBIuBaTh,
HACTPauBaTh, SKCILIyaTUPOBATh
1 00CITy’)KHBaTh CETECBHIC
KOHGUTYpaLuu

OreHka «OTJIHYHO) -
TEXHUYECKOE 3aJJaHne
MPOaHATH3UPOBAHO,
aNTOPHUTM pa3padoTaH,
COOTBETCTBYET
TEXHUYECKOMY 3aJIaHHIO U
0(OpMIICH B COOTBETCTBUU
CO CTaH/IapTaMH, TIOSICHEHBI
€ro OCHOBHBIE CTPYKTYPBIL.

Ornenka «Xopomo» -
ANTOPHUTM pa3padoTaH,
oopMIieH B COOTBETCTBUH
CO CTaHAapTaMu U
COOTBETCTBYET 3aJJaHUIO,
MOSICHEHBI €70 OCHOBHBIE

CTPYKTYPBHI.

Orenka
«YOBJIETBOPUTEIBLHOY -

Dk3aMen/3a4et B opMme
cobecenoBaHus:
MPaKTHYECKOE 3a[aHue 0
MOCTPOCHUIO allTOPUTMA B
COOTBETCTBHHU C TEXHUUCCKUM
3alaHAEM

3amura OT4eTOB 110
NPaKTUIECKUM U
nabopaTtopHbIM paboTam




ANTOPHUTM pa3padoTaH U
COOTBETCTBYET 3a/IaHUIO.

1IK 3.4. YuacTtBOBaTh B
pa3paboTKe CXEMBI
MOCIIcaBapUUHOTO
BOCCTAHOBJICHUS
paboTOCIIOCOOHOCTH
KOMIIBIOTEPHO CETH,
BBITIOJTHATH BOCCTAHOBJICHHE U
pe3epBHOE KOMPOBAHKE
UHPOPMALIUH.

OreHKa «OTIAHIHO) -
TEXHUYECKOE 3aJ]aHne
MPOaHATH3UPOBAHO,
aITOpUTM pa3paboraH,
COOTBETCTBYET
TEXHUYECKOMY 3aJ]aHUIO U
0(OpMIICH B COOTBETCTBUU
CO CTaH/IapTaMH, TIOSICHEHBI
€r0 OCHOBHEBIE CTPYKTYPBI.

OrneHka «Xopomo» -
ANTOPHUTM pa3padoTaH,
0(OpMIICH B COOTBETCTBUU
CO CTaHJapTaMu U
COOTBETCTBYET 33/IaHUIO,
MOSICHEHBI €70 OCHOBHBIE

CTPYKTYPBI.

Ouenka
«YIOBJIETBOPUTEIbHOY -
aJrOpUTM pa3paboTaH U
COOTBETCTBYET 33][aHHIO.

Ok3amen/3aueT B hopme
cobeceI0BaHUSL:
NPaKTUIECKOE 33aJaHuE 0
MOCTPOCHUIO allTOpPUTMa B
COOTBETCTBHHU C TEXHUYECKHM
3aJaHueM

3ammra OT4ETOB 1O
HPaKTHIECKUM U
nabopaTtopHBIM paboTam




IIK 3.5. YdacTBOBath B
pa3paboTKe CXeMBbI
MocJeaBapuitHoro
BOCCTaHOBJICHUS
paboToCoCOOHOCTH
KOMIIBIOTEPHOM CETH,
BBIMOJTHATH BOCCTAHOBJICHHE U
pe3epBHOE KOMMPOBAHHE
UHPOPMALUH.

OLIeHKa «OTJIUYHOY -
TEXHHYECKOE 3aJaHHE
MIPOaHAIN3UPOBAHO,
aITOpUTM pa3paboTaH,
COOTBETCTBYET
TEXHUYECKOMY 3aJaHHIO U
o(OopMIIEH B COOTBETCTBUHU

CO CTaHaapTaMu, IIOACHCHBI

€ro OCHOBHBIE CTPYKTYPBI.

Or1eHKa «XOpPOIIo) -
aITOpUTM pa3paboraH,
0(OpMIICH B COOTBETCTBUU
CO CTaHAapTaMU U
COOTBETCTBYET 33/IaHUIO,
MOSICHEHBI €T'0 OCHOBHBIE

CTPYKTYPBHI.

OreHka
«YIOBJIETBOPUTEIbHO) -
aJIrOpUTM pa3paboTaH U
COOTBETCTBYET 3aaHHUIO.

Dk3aMen/3a4et B hopMme
cobeceToBaHUS:
NpPaKTHIECKOE 3a[aHUE 10
MOCTPOCHHUIO aJITOPUTMA B
COOTBETCTBHHU C TEXHUUCCKUM
3a71aHueM

3arura OTYETOB 10
MPaKTHYCCKUM U
71a00paTOpHBIM paboTaM

1IK 3.6. BEIIOJHATE 3aMEHY
PacxXoJHBIX MaTEpPHUAIOB U
MEJIKUH PEMOHT NepuQepuitHoro
000pyIOBaHUS, OTIPEICIIAT
ycTapeBliee 000pyAOBaHHE U
IPOrpaMMHBIE CPEJCTBA CETEBON

UHGPACTPYKTYPHI.

OreHka «OTJIHYHO) -
TEXHUYECKOE 3a/IaHuC
MPOaHATU3UPOBAHO,
AITOPHUTM pa3padoTaH,
COOTBETCTBYET
TEXHUYECKOMY 3aJIaHHIO U
0(OpMIICH B COOTBETCTBUU

CO CTaHAapTaMu, MOSACHCHBI

€r0 OCHOBHBIE CTPYKTYPBI.

Ornenka «Xopomo» -
ANTOPHUTM pa3padoTaH,
oopMIieH B COOTBETCTBUH
CO CTaHAapTaMu U
COOTBETCTBYET 33aJaHUIO,
MOSICHEHBI €70 OCHOBHBIE

CTPYKTYPBHI.

Orenka
«Y/IOBJIETBOPUTEIBLHOY -
aIrOpuTM pa3paboTaH U
COOTBETCTBYET 3a/IaHUIO.

Dk3aMen/3a4et B opMme
cobeceToBaHUS:
MPaKTHYECKOE 3a[aHue 10
HOCTPOCHHUIO aJITOPUTMA B
COOTBETCTBHHU C TEXHUUCCKUM
3a71aHueM

3ammTa OT4ETOB TI0
NPaKTUYCCKUM U
71a00paTOPHBIM paboTaM




OK 01. Beibupats
CITOCOOBI perieHus 3a1ad
npodeccHoHaTLEHOM
JeSITeIbHOCTH,
MPUMEHUTEIIEHO K
Pa3INYHBIM KOHTEKCTAM.

— 00OCHOBaHHOCTb TIOCTAHOBKH IIEJIH,
BBIOOPA ¥ IPUMEHEHHSI METOJIOB H
Coco00B pelIeHus MPOPECCHOHATBHBIX
3ajau;

- aJIeKBaTHAs OLICHKA U CaMOOIICHKA

3¢ (HEeKTUBHOCTH U KayeCcTBa
BBIMOJIHEHHS TPOecCHOHATIBHBIX 33134

OII 02.0OcymecTBIATh
MTOMCK, aHAJIN3 U
HUHTEPIIPETAIIUI0
uHbOpMAaIUH,
HEOOXOIMMOM NJis
BBIIIOJIHEHUS 33134

- ACTIOJIb30BaHUE PA3ITHIHBIX
WMCTOYHUKOB, BKITFOUAs! SJICKTPOHHBIC
pecypcsl, Meauapecypcesl, IaTepHeT-
pecypchl, IEpUOIUIecKHe U3TaHHS 10
CHEIMATLHOCTY JIJISl PEIICHUS
pohecCHOHATBHBIX 33124

npodecCHOHATEHOM

JIeSITEJIbHOCTH.

OK 03. IInanupoBatsb u - IEMOHCTpaLus OTBETCTBEHHOCTH 3a
peanu30BEIBATh MIPUHSTHIC PEIICHUS

CcOOCTBEHHOE - 000CHOBaHHOCTH CaMOaHaJIN3a U

poheCCUOHANBHOE U
JUYHOCTHOC Pa3BUTHE.

KOPPEKIHS pe3yIbTaTOB COOCTBEHHOU
paboTsl,

OK 04. Pabotarts B
KOJUICKTHBE M KOMaHJIE,
3¢ PEeKTHBHO
B3aMMOJICHICTBOBATH C
KOJIICTaMH,
PYKOBOJICTBOM,
KJIMCHTaMH.

- B3aUMOJIEHCTBUE C O0YJAIONIMMUCS,
MPEeno/IaBaTesIMi 1 MacTepaMH B XOJIC
o0ydeHus1, ¢ pyKOBOJUTEIISIMU yU4eOHOMH
Y TIPOU3BOJICTBEHHON MPAKTUK;

- 000CHOBAaHHOCTH aHAJIM3a PabOTHI
YJICHOB KOMaH/IbI (TIOAYNHEHHBIX )

OK 05. Ocy1mecTBiIsITh
YCTHYIO U TIHCbMEHHYIO
KOMMYHUKAIIAIO HA
TOCYAapCTBEHHOM SI3bIKE
C y4eTOM 0COOCHHOCTEH
COIUAIBHOTO U
KYJBTYPHOTO KOHTEKCTA.

-TpaMOTHOCTh YCTHOW U MUCbMEHHOU
peun,

- ICHOCTh (DOPMYJIHPOBAHUS U
M3II0KEHUS MBICTICH

OK 06. IIposBisaTh
rpaXkJIaHCKO-
MaTPUOTHYECKYFO
MIO3ULIHIO,
JIEMOHCTPHPOBATh
OCO3HaHHOE TIOBE/ICHUE
Ha OCHOBE

- coOII0ZIeHNe HOPM TTOBEICHHUS BO
BpeMsl y4eOHBIX 3aHATHHA U
MPOXOXKACHUS Y4eOHOH 1
MIPOU3BOICTBEHHON MPAKTUK,

00I1e9e10BEYeCKUX

LIEHHOCTEM.

OK 07. ConetricTBOBaThH - 3¢ (PEKTUBHOCTD BBITIOTHEHUSI TPABUI
COXPaHEHUIO Tb Bo BpeMs yueOHBIX 3aHITHI, TpU
OKpY>Kalollleu cpeipl, MIPOXOXKICHUH YICOHOH 1
pecypcocOepekeHHIo, MIPOU3BOCTBEHHOM MTPAKTHK;

3¢ PEeKTHBHO - 3HaHHE U UCII0JIb30BaHUE
JIECTBOBAThH B pecypcocOeperaroniiux TeXHOJIOTHI B
Ype3BbIYANHBIX 00J1aCTH TEIEKOMMYHHUKAITHH
CUTYaLUsX.

OK 08. Ucnonb30BaTh
cpencTBa PU3NIECKON
KYJIBTYPBI IS
COXpAHCHUS U
YKPEIUICHHUS 310POBbS B
mpolecce

- 3¢ (eKTUBHO HCIIOIL30BaTh CPEICTBA
(hM3HYIeCKON KyIbTYpHI TSI COXpaHEHHS
U YKPEIUICHHUS 3I0POBbs B IIpOLIEcCce
po(heCcCUOHATBHON IeATEIILHOCTH U
oAaepKaHue He0OXOAMMOTO YPOBHSA
(hM3HYEeCcKOi MOATOTOBIEHHOCTH.

HuTepnperanus
pe3yIbTaTOB HAOIIOACHUI
3a JIeATEIIbHOCTBIO
00ydJarorerocs B mporecce
OCBOCHUS
o0Opa3oBarenbHOI
IPOTrpaMMBbl

DKcnepTHOe HAOIOICHUE H
OLICHKA Ha JJabopaTopHO -
NPaKTUIECKUX 3aHITUSAX,
NPY BBITIOJTHEHUH PadoT 110
y4eOHOW 1
MIPOU3BOJICTBEHHOM
NpaKkTHKaM

OKx3aMeH
KBaJTM(PUKATUOHHBIT




npoheCCUOHANTBHON
JeSTSITbHOCTH U

noJiepKaHue
HEOOXOIUMOTO YPOBHS

(huznUeCcKO

HOATOTOBIEHHOCTH.

OK 09. Mcnonb3oBath - 3¢ PEKTUBHOCTD UCTIONB30BAHUS
UH()OpPMALMOHHEIC MH()OPMATMOHHO-KOMMYHHKAIIMOHHBIX
TEXHOJIOTUH B TEXHOJIOTHH B TPOGECCHOHAIBHOM
npodeccnoHaIbHOM TEATEIILHOCTH COTTIACHO ()OPMHUPYEMBIM
JeSITebHOCTH. YMEHHSIM H TI0JTy4aeMOMY

MPAKTHYECKOMY OTIBITY;

OK 10. ITons30BaThcs
npoheCCUOHANTBHOMN
JIOKyMCHTAIMel Ha
rOCyJTapCTBEHHOM U
WHOCTPAHHOM SI3bIKE.

- 3()peKTUBHOCTH MCITOJIb30BAHUS B
po(ecCHOHaTbHOMN JCSATEITbHOCTH
HEOOXOIMMON TEXHUYECKON
JIOKyMEHTAITNH, B TOM YHCIIC Ha
AHTJTUHICKOM SI3BIKE.

OK.11. IInanupoBath
HpEeANPUHAMATEIBCKY IO
JIeATeNILHOCTD B
poheCCUOHANTBHOMN

chepe

- 3¢ pEeKTHBHO MIAHUPOBATH
MPEeINPUHUMATEBCKYIO IS TEILHOCTD B
npodeccronansHOM chepe npu
MpOBeIEHNH PadOT 10
KOHCTPYHUPOBAHHUIO CETEBOM

HH(PPACTPYKTYPHI
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